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How we use your information

This privacy notice tells you what to expect when Anchor Security Services Ltd, T/a Anchor Group
Services and Care Parking, collects personal information. It applies to information we collect about:

e \Visitors to our website;

e Complainants and other individuals in relation to a data protection or freedom of
information complaint or enquiry;

e People who use our services, e.g. who subscribe to our newsletter or request a publication
from us;

e Job applicants and our current and former employees;

e  Motorists parking on private land. ANPR cameras and, or attendants to capture your vehicle
registration mark for the purposes of Car Park Management and Enforcement. Your data
may be collected, processed, retained and shared in order to enforce the parking contract
and protect legitimate interests in the following ways:

— Disclosed to or requested from the DVLA.

— Shared with third parties in relation to the issue of a Parking Charge Notice in
order to assist with appeals, collect sums due or to conduct legal proceedings.

— Shared with the police or security organisations to prevent or detect crime.

— Shared with organisations for statistical analysis.

Visitors to our websites

When someone visits www.anchorgroupservices.co.uk we use a third party service, Google
Analytics, to collect standard internet log information and details of visitor behaviour patterns. We
do this to find out things such as the number of visitors to the various parts of the site. This
information is only processed in a way which does not identify anyone. We do not make, and do not
allow Google to make any attempt to find out the identities of those visiting our website.

Information about our use of cookies

Our website uses cookies to distinguish you from other users of our website. This helps us to provide
you with a good experience when you browse our website and also allows us to improve our site.

What is a cookie?
A cookie is simply a technology for remembering something about you.

Without cookies, a website is like a goldfish who loses its memory every time you visit a new page.
Once you visit a new page, it doesn’t remember who you are.

Now this can be a good and a bad thing. Without any memory, a website can’t do a lot of stuff. It
can’t let you log in, because it forgets who you are. It can’t let you buy anything, because it forgets
what you’re buying.

But it also means it can’t track you. Some websites use cookies to remember what you do on their
website, and to target ads at you. And some of those websites share their cookies, so that ads on
one website know what you liked on another. This has scared a lot of people.

Cookies aren’t automatically good or bad, but it’s worth understanding what you can do about them.

You can turn them off completely, which is a bit like banning all music to prevent another Justin
Bieber album. Many websites simply won’t work.


http://www.anchorgroupservices.co.uk/
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A better option would be to turn off 3rd party cookies, which will stop most websites from sharing
information about you. Some browsers — like Safari — do this automatically.

And finally, you can take a deeper look into any websites which concern you. Most websites have
policies that explain what they do, if you care to look.

E-newsletter

We use a third party provider, MailChimp, to deliver our monthly e-newsletters. We gather statistics
around email opening and clicks using industry standard technologies including clear gifs to help us
monitor and improve our e-newsletter. For more information, please see
https://mailchimp.com/legal/privacy/ for more information.

People who contact us via social media
If you send us a private or direct message via social media the message will be stored for six months
and then deleted. It will not be shared with any other organisation.

People who email us

We will also monitor any emails sent to us, including file attachments, for viruses or malicious
software. Please be aware that you have a responsibility to ensure that any email you send is within
the bounds of the law.

What data we collect

In connection with the different ways we may interact with you and the various services that we
provide, we collect the following categories of data:

Contact information, including name, address, telephone number and e-mail address.
Identity data, including gender and date of birth.
Vehicle registration details captured by ANPR cameras and/or attendants.

Communication data between you and us, including recordings of calls to our head office and
control room, e-mail communication, comments and reviews collected through surveys or posted on
our channels and on social media platforms.

Digital information data collected when you visit our websites, applications or other digital
platforms, including IP-addresses, browser data, traffic data, social media behaviour, and user
patterns. If you subscribe to our newsletters, we may collect data regarding which newsletters you
open, your location when opening them and whether you access any links inserted in the
newsletters.

Use of data processors

Data processors are third parties who provide elements of our service for us. We have contracts in
place with our data processors. This means that they cannot do anything with your personal
information unless we have instructed them to do it. They will not share your personal information
with any organisation apart from us. They will hold it securely and retain it for the period we
instruct.


https://mailchimp.com/legal/privacy/
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Who we share your data with
We may share your data with the following;

e The Payment Processor for processing any online payments,

e The Driver Vehicle Licensing Agency (DVLA),

e The Parking On Private Land Appeals (POPLA) Service or the Independent Appeals Service
(IAS) for the purpose of assessing any appeals,

e Print and mail service providers for the purpose of contacting you by post,

e Email service providers for the purpose of responding to you once you have consented by
email,

e |f you have not replied to other correspondence, we may share your data with third party
collection processors and/or solicitors for the purpose of enforcing a parking contract or
responding to a legal query

e Any other duly authorised sub-contractors.

e We do not send any data outside of the EU.

e HMRC

Sensitive Personal Data

You may voluntarily give sensitive personal data to us via telephone calls, letters or emails. We will
only use this personal data for debt collection purposes and would only share such sensitive
personal data with those other members of Anchor Group Services and our clients who need to be
aware of such information for debt collection purposes only.

Recorded phone calls

We may monitor and/or record phone calls between administration staff and you in order to assist
in providing both you and our staff additional security, to help resolve complaints and for overall
training and quality purposes.

Job applicants, current and former Anchor Group Services employees

Anchor Group Services is the data controller for the information you provide during the process of
application, employment and leaving the Company unless otherwise stated.

What will we do with the information you provide to us?

All of the information you provide during the process will only be used for the purpose of
progressing your application, or to fulfil legal or regulatory requirements as necessary during your
employment.

We will not share any of the information you provide during the recruitment process or your
employment with any third parties for marketing purposes or store any of your information outside
of the European Economic Area. The information you provide will be held securely by us and/or our
data processors whether the information is in electronic or physical format.

We will use the contact details you provide to us to contact you to progress your application. We will
use the other information you provide to assess your suitability for the role you have applied for.
Should you be successful we will use the information to schedule, manage and pay you.

What information do we ask for, and why?
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We do not collect more information than we need to fulfil our stated purposes and will not retain it
for longer than is necessary.

The information we ask for is used to assess your suitability for employment. You don’t have to
provide what we ask for but it might affect your application if you don’t.

Application stage

We ask you for your personal details including name and contact details. We will also ask you about
your previous experience, education, referees and for answers to questions relevant to the role you
have applied for. Our recruitment team and recruiting managers will have access to all of this
information to make the decision.

You will also be asked to provide equal opportunities information. This is not mandatory information
—if you don’t provide it, it will not affect your application. This information will not be made
available to any staff outside of our recruitment team, including hiring managers, in a way which can
identify you. Any such information you do provide, will be used only to produce and monitor equal
opportunities statistics.

Shortlisting

Our hiring manager’s shortlist applications for interview. They may be provided with your name
and/or contact details but will not be provided with your equal opportunities information if you have
provided it.

Assessments

We might ask you to participate in assessment days; complete tests or occupational personality
profile questionnaires; and/or attend an interview — or a combination of these. Information will be
generated by you and by us. For example, you might complete a written test or we might take
interview notes. This information is held by Anchor Group Services.

If you are unsuccessful following an assessment for the position you have applied for, we may ask if
you would like your details to be retained in our talent pool for a period of three months. If you say
yes, we would proactively contact you should any further suitable vacancies arise.

Conditional offer

If we make a conditional offer of employment we will ask you for information so that we can carry
out pre-employment checks. You must successfully complete pre-employment checks to progress to
a final offer. We are required to confirm the identity of our staff, their right to work in the United
Kingdom and seek assurance as to their trustworthiness, integrity and reliability.

You will therefore be required to provide:

Proof of your identity — you will be asked to attend a designated site with original documents, which
we will take copies of.

Proof of your qualifications — you will be asked to attend a designated site with original documents,
which we will take copies of.

You will be asked to complete a criminal records declaration to declare any unspent convictions.

We will contact your referees, using the details you provide in your application, directly to obtain
references.
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We will also ask you to complete a questionnaire about your health. This is to establish your fitness
to work.

If we make a final offer, we will also ask you for the following:
Bank details — to process salary payments
Emergency contact details — so we know who to contact in case you have an emergency at work

Your eligibility for or Membership of a Civil Service or Local Authority Pension scheme — so we can
send you a questionnaire to determine whether you are eligible to re-join your previous scheme.

Use of data processors

Data processors are third parties who provide elements of our recruitment service for us. We have
contracts in place with our data processors. This means that where we have contracted them they
cannot do anything with your personal information unless we have instructed them to do it. They
will not share your personal information with any organisation apart from us. They will hold it
securely and retain it for the period we instruct.

We do use other third parties and subscribe to their privacy terms and would expect you to do so
too so that we can effectively process your application. One such arrangement is with Indeed Jobs.

How long is the information retained for?

If you are successful, the information you provide during the application process will be retained by
us as part of your employee file for the duration of your employment plus 6 years following the end
of your employment. This includes your, fitness to work, records of any security checks and
references.

If you are unsuccessful at any stage of the process, the information you have provided until that
point will be retained for up to a maximum of 6 months from the closure of the campaign.

Information generated throughout the assessment process, for example interview notes, is retained
by us for no more than 6 months following the closure of the campaign.

Equal opportunities information is retained for 6 months following the closure of the campaign
whether you are successful or not.

How we make decisions about recruitment?

Final recruitment decisions are made by hiring managers and members of our recruitment team. All
of the information gathered during the application process (apart from equal opportunities data) is
taken into account.

You are able to ask about decisions made about your application by speaking to your contact within
our recruitment team or by emailing hr@anchorgroupservices.co.uk

Disclosure of personal information

Being mindful of our responsibilities when processing personal data in many circumstances we will
not disclose personal data without prior consent, however when we investigate a complaint or are
asked for data by an official agency, for example, we may need to share personal information with
the organisation concerned and with other relevant bodies who have the right to request personal
data in such circumstances.
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Access to personal data and complaints

Under data protection law, you have the following rights in respect of the information we hold about
you.

Access

You are entitled to access the information which we hold about you. Please make any requests in
writing, addressed to: The Data Protection Officer, Anchor Group Services, Seasons House, Lakeside,
Business Village, St David’s Park, Ewloe, CH5 3YE. In order to protect your information, we request
that you provide evidence of your identity such as a photocopy (please do not send us the original)
of your current passport or driving licence.

Rectify

If you do not think that the information we hold about you is correct, or you think that we do not
have all the information which we should have about you, you can request that we rectify this
information.

Restrict
You can ask that we restrict the way that your data is used. This means that we will store your data
securely, but it will not be processed anymore.

Object
If you object to the way that we are processing your data, you can contact us to tell us why you think
we should stop processing it.

Erase
Once we have finished processing your data you can request that we erase the data which we hold
about you.

Respond

Once we have received your request for us to do any of the above, we will contact you within one
calendar month either to confirm that we have carried out your request or why we have not. In
some cases we will not have to process your request, or will not be able to. We will still contact you
within 30 days (28days for February) to explain to you why this is the case.

Complain
If you wish to raise a complaint about how your data has been handled please contact us:

Data Protection Officer
Anchor Group Services
Seasons House

Lakeside Business Village
St David'’s Park

Ewloe

CH5 3YE

Or email us at; DPO@anchorgroupservices.co.uk

If you are not satisfied with our resolution of your concern then please contact the Information
Commissioner’s Office on 03301239765
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Other websites

Our site may, from time to time, contain links to and from the websites of third parties. If you follow
a link to any of these websites, please note that these websites have their own privacy policies and
that we do not accept any responsibility or liability for these policies or your use of those websites.

Changes to our privacy notice

Any changes we may make to our privacy policy in the future will be posted on this page and we
suggest that you check back frequently to see any updates or changes to our privacy policy.

This privacy notice was last updated on 24th May 2018.



